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AGENDA

What we'll cover

01 Why Copilot changes the oversharing conversation

02 ROT: usefulness and necessity of what you already have

03

04

05

SharePoint Advanced Management: inventory, urgency, action

Records Management in Microsoft Purview

Bringing it together with File level Archiving
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CONTEXT

Copilot doesn't change your permissions — it changes what's findable

Same access, new reach — Copilot searches across everything a 
user already has access to; it doesn't grant new access.

The real problem — Years of oversharing, stale content and 
unclear ownership become visible the moment something can 
search across all of it.

Where the fix lives — Not in blocking Copilot — in getting the 
underlying data estate in order.

COPILOT IS
A MIRROR

It surfaces governance debt 
that already existed.
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CONTEXT

Three-part approach for today

01 Clean up what shouldn't be there — ROT

02 Know, and fix, who can see what's left — SharePoint Advanced Management

03 Decide how long things should stay or be visible — Records Management in Purview
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01ROT

Usefulness and necessity of what you already have.
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ROT · USEFULNESS & NECESSITY

What is ROT?

Redundant — multiple copies of the same content, no single source 
of truth.

Obsolete — superseded by a newer version, or no longer applicable.

Trivial — no business, legal or historical value — personal files, 
duplicate downloads, scratch notes.

DIGITAL
POLLUTION

It accumulates silently, grows 
every day, and enlarges the 
surface Copilot can retrieve 

from.
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ROT · USEFULNESS & NECESSITY

Turning ROT into action

Redundant — consolidate to one authoritative location; retire the 
duplicates.

Obsolete — move to an archive location or apply a retention label; 
stop it being actively indexed.

Trivial — give people simple personal-storage guidance — a 
behavioral fix, not an IT project.

NOTHING
DELETED BLIND

None of this requires deleting 
anything you're unsure about. 

That's deliberate.
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ROT · USEFULNESS & NECESSITY

For every piece of content, ask two questions

USEFULNESS AND NECESSITY

1. Usefulness — — is it actually still used by anyone?

2. Necessity — — must it be kept for a legal, regulatory, 
contractual or business reason?

If the answer to both is no, it's a candidate for archiving or 
removal. And every item needs an accountable owner — 
without one, nobody ever answers these questions.
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“
AI DEPENDS ON
GOOD DATA.

Governing your data well
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02COPILOT CONTROL SYSTEM

The framework Microsoft gives you to govern Copilot.
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RESOURCES

Links to CCS resources

aka.ms/copilot/oversharing
aka.ms/copilotcontrolsystemddd
aka.ms/copilotcontrolsystemddd/s3
aka.ms/oversharingMechanics
aka.ms/m365copilotwithpurview

aka.ms/copilotacedemie
aka.ms/DSPMforAI/deploy
aka.ms/DSPMforAI/oversharing
aka.ms/PurviewDeploymentModels
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“

CONTENT NEEDS TO BE MANAGED. 

Knowing what exists and who can reach it. Plan, do, check, act.
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COLLABDAYS 26 SHAREPOINT ADVANCED MANAGEMENT — FOCUS POINTS #collabdays
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04SharePoint Advanced Management
and Purview DSPM Demo
Tool to help reduce oversharing and content sprawl and control 
Copilot content access.

COLLABDAYS 26 59 #collabdays



COLLABDAYS 26 WHERE TO FIND ADVANCED MANAGEMENT #collabdays
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COLLABDAYS 26 PRIORITIZE ON VOLUME, UNIQUE PERMISSIONS AND SHARING #collabdays
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COLLABDAYS 26 SEND EMAILS TO SITE OWNERS #collabdays
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COLLABDAYS 26 BROKEN PERMISSION INHERITANCE #collabdays
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Activity

Sensitivity Shared with
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03RECORDS MANAGEMENT IN 
PURVIEW

Access is under control. Now: how long should any of this live?
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RECORDS MANAGEMENT IN PURVIEW

Data Lifecycle Management vs. Records Management

Data Lifecycle Management — broad, largely automated retention 
and deletion across mailboxes, sites and Teams.

Records Management — adds formal recordkeeping: a file plan, 
regulatory records, manual disposition review with an audit trail.

Real overlap — the two are not mutually exclusive, and most 
organizations run both.

WHEN IT MUST
BE PROVABLE

Use Records Management where 
there's a legal, regulatory or business 
reason to prove how something was 

disposed of.
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The goal

Creation Modify Approval Final version Record Dispositioning
Removed or 

relabel?

User action:
Start retention by 
applying a label

User in control Purview in control

System action:
When item is labeled

Document life cycle 
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Item is a 
record Metadata

Record 
label

Auto 
labeling
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1
Content type

SharePoint admin center > SharePoint 
Content service

Site column

Retention-Time, one value per document

Values

1 day record / 1 year record — one per rule

2
Search index

SharePoint admin center > Search > Search 
schema

Crawled property

Generated from the column's internal name

Managed property

Map to RefinableString01, then reindex

3
File plan

Purview > Records management > File plan

Retention

Retain 1 year, starts when item is labeled

Record

Mark items as a record — item is locked

4
Auto-apply policy

Records management or DLM > Label 
policies

Condition (KQL)

RefinableString01:"1 year record"

Scope & locations

Adaptive scope (Site) — SharePoint, OneDrive

5
Scope

Purview > Settings > Roles and scopes > 
adaptive scopes

Adaptive scopes

Scope based on starts with xyz

State

SharePoint sites
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04RECORDS MANAGER DEMO

Records management driven by SharePoint metadata.
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RECORDS MANAGEMENT IN PURVIEW

Verifying it actually works

When in pending state

Distribution takes time — policy distribution can 
take several days and isn't always visible in the 
interface.
Check with PowerShell — verify distribution rather 
than assuming the portal is up to date.

Connect-IPPSSession

Get-RetentionCompliancePolicy -Identity "<PolicyName>" `

  -DistributionDetail | FL

Set-RetentionCompliancePolicy -Identity "<PolicyName>" `

  -RetryDistribution
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RECORDS MANAGEMENT IN PURVIEW

Disposition review

Triggered at end of retention — when a label configured for review 
reaches the end of its period.

Reviewers can act — approve disposal, relabel, extend, add another 
reviewer, or export the queue.

Up to five stages — each with its own reviewers; optional auto-
approval timeout — use with caution.

Check before 
action

A documented, auditable 
decision trail instead of silent 

deletion.
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FILE LEVEL ARCHIVING

What file level archiving actually does

01 Archiving is a state change on the file — the file itself is never moved out of its library.

02 The content is tiered to colder storage, while the item stays exactly where users expect it.

03

04

05

All metadata is preserved: name, path, version history, permissions and custom columns.

Archived content is no longer used for grounding by Microsoft 365 Copilot.

You need edit permissions to archive a file — but read permissions are enough to reactivate it.
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FILE LEVEL ARCHIVING

Archiving also cuts your storage bill

01 Once a tenant goes over its SharePoint storage quota, every extra gigabyte is billed on top.

02 Archived content is charged at roughly 75% less than active storage for the same data.

03

04

Nothing is deleted to get there — the files stay in place, only their state changes.

So archiving pays twice: a cleaner Copilot grounding surface and a materially lower bill.
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FILE LEVEL ARCHIVING

In short

01 Same place, different state: files stay in the library, only their content moves to cold storage.

02 Edit rights to archive, read rights to reactivate — low friction for the end user.

03 Metadata survives, Copilot grounding stops — less noise, lower cost, nothing lost.
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04 Over quota? Archived data costs about 75% less than active storage.



KEY TAKEAWAYS

Key takeaways

01 Copilot is a mirror, not a cause — it surfaces governance debt that already existed

02 Start with visibility before touching permissions or retention

03

04

Automate where you can, review where it matters

This is a continuous cycle, not a one-off project
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BRINGING IT TOGETHER

One data estate, three layers of control

01 ROT triage — tells you what shouldn't be there

02
SharePoint Advanced Management — who can see what's left, and how to act 
on it

03
Records Management — how long it should stay, and proof you handled it 
responsibly
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THANK YOU
Questions?

JEROEN BIJDEVIER  •  PIETER KOPS

jeroenbijdevier.nl  •     pieterkops.nl

26

And thank you again to all our sponsors.

JEROEN BIJDEVIERPIETER KOPS

D
  

Download the presentation here
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